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NATIONAL STRATEGY TO COMBAT SERIOUS
AND ORGANIZED CRIME

2025

The 2025 National Strategy to Combat Serious and Organized Crime was approved by the
National Security Council on 4 July 2025.

The drafting of this document was coordinated by the Intelligence Centre against Terrorism and
Organized Crime of the Ministry of the Interior. Members of the Specialized Committee to Combat
Serious and Organized Crime participated in this process, including the Ministry of Foreign Affairs,
European Union and Cooperation; the Ministry of the Presidency of the Government, Justice and
Parliamentary Relations; the Ministry of Defence; the Ministry of Finance; the Ministry of Transport
and Sustainable Mobility; the Ministry of the Economy, Trade and Enterprise; the Department of
National Security of the Presidency of the Government; and the dedicated Anti-Corruption and
Organized Crime Public Prosecution Service. Other ministries with powers over specific aspects
relating to serious and organized crime also contributed.

Spain’s Autonomous Communities and Cities took part in the process through the Sector
Conference for National Security Matters. Further contributions were made by renowned experts
with recognized knowledge and experience in the field.



LETTER FROM THE PRESIDENT OF THE GOVERNMENT

Maintaining public safety is one of the essential duties of a democratic State,
especially in the face of threats such as serious and organized crime, which
seek to undermine citizens’ free exercise of rights and freedoms.

The complexity and potential social impact of criminal networks’ activities
is increasing due to the global geopolitical situation, marked in recent years
by instability and the resurgence of war; to criminal networks’ increasing
capacity to adapt to their environment; to their use of violence; and to their
adoption of new technologies to achieve their aims.

Organized crime, in its different forms, and serious crime, which can harm
citizens’ constitutional rights, remain one of the main threats to domestic
and international security.

In such a context, coordinated action by all actors is the only option to
neutralize this threat, through measures that enhance anticipation, response,
and consolidation of effective action, all of which must at all times pursue the
cross-cutting objective of ensuring the protection of victims and of the most
vulnerable groups.

These actions must be jointly carried out by the public administrations, the
private sector and the public,as well as other civil society actors, and framed
within collaboration mechanisms and initiatives, optimizing and multiplying
the impact of individual efforts.

This synergetic collaboration also has an international dimension, with joint
action first taken at EU level to combat these crimes, which are facilitated
by globalization, transnationalism and increasing interdependence between
countries and regions.



LETTER FROM THE PRESIDENT OF THE GOVERNMENT

Therefore, this 2025 update of the National Strategy to Combat Serious and
Organized Crime reaffirms the Spanish Government’s steadfast commitment
to fight the threat posed to our society by serious and organized crime.
It is the Government’s responsibility to act effectively using every available
instrument to guarantee the exercise of constitutional rights, society’s well-
being and its full development.

MNomde >

Pedro Sanchez

President of the Government of Spain
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EXECUTIVE SUMMARY

On 14 July 2025, the National Security Council approved the 2025 National
Strategy to Combat Serious and Organized Crime with the aim of neutralizing the
threat posed by this scourge.

The National Security Council had been commissioned to review the content of
the previous Strategy, which covered the 2019-2023 period, and to update it to
address the current security situation. The resulting document adapts to the new
forms and structures of serious and organized crime, in line with European Union
(EV) priorities and international initiatives in this field.

Serious and organized crime is currently characterized by an interconnected criminal
environment making ever-greater use of violence, corruption and infiltration of
legal business structures. The adaptability of criminal networks enables them to
broaden the spectrum of their activities and specializations. This is especially true
in relation to their increasing use of new technologies to expand their influence,
optimize their activities and act with a greater sense of impunity.

While financial gain remains the main objective of illicit activity, strategies to obtain
profit have been improved.The context of this threat to national and international
security is determined by the transnationality of criminal activity; the impact of the
global geostrategic situation, especially as regards criminal activities associated with
armed conflict; the convergence between terrorist groups and organized crime
networks; and by criminal networks acting as intermediaries assisting hybrid threat
actors, among others.
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The global geopolitical, social and economic situation and Spain’s distinguishing
characteristics in this context are particularly relevant to the evolution of serious
and organized crime in our country. There are multiple threats and vulnerabilities
in this sphere, notably drug trafficking, corruption, the increase in violence and the
perception of a lack of public safety, alongside the influence of terrorism, activity by
migrant smuggling networks and the impact on vulnerable groups.

The progress made by State action in this field has made Spanish society more
vigilant in this regard and more resilient. This is also due, in part, to the fact that,
in recent years, the number of criminal organizations identified has remained
stable, the level of violence has been contained, and cooperation, coordination and
effectiveness within and outside our borders have improved.

Nevertheless, evolving threats require continuous adaptation of identification,
prevention and response capabilities. State action aiming to neutralize serious and
organized crime is structured around a strategic arc with three areas of action
(anticipate, react and consolidate), thirteen strategic pillars and fifty lines of action.

The recent creation on 25 February 2025 of the Specialized Committee to Combat
Serious and Organized Crime, a body attached to the National Security Council,
has strengthened the links between the 2025 National Strategy to Combat Serious
and Organized Crime and other elements of the National Security System.The
duties of the aforementioned Committee include verifying the degree to which the
Strategy’s objectives have been met, championing and leading the work required to
update its content and contributing to drafting the resulting strategic plans.



CHAPTER1

Towards a new National Strategy to Combat Serious
and Organized Crime

This chapter lists the reasons behind the update of the 2019-2023 National
Strategy to Combat Serious and Organized Crime and the commission
received by the National Security Council for its review, taking into account
the evolution of the threat and national and international strategic guidelines
in this field.

10



2025 National Strategy to Combat Serious and Organized Crime

|.1. Framework and commission

The 2019-2023 National Strategy to Combat Serious and Organized Crime, which
constituted the political-strategic framework for preventing and combating crimes
that seriously harm society, revised and updated the previous strategy and adapted
it to changes in crime, technology, society and the international situation from a

comprehensive perspective.

After the Strategy’s term ended, the National
Security Council, at a meeting held on 19 March
2024, agreed to review and update it. This decision
was published in the Official State Gazette on 14
April 2024, under Order PJC/327/2024, issued by

The new National Strategy
to Combat Serious and
Organized Crime is designed
as a document that can
be adapted to an evolving

the Ministry of the Presidency of the Government, threat.
Justice and Parliamentary Relations.

This mandate establishes that the new National Strategy to Combat Serious
and Organized Crime must adapt the previous strategy to the current security
situation. The document must take into account the new forms and structures of
organized crime as a constantly evolving threat, in line with EU priorities and with
international initiatives in this area.

|.2. Alignment with national and international strategic
guidelines

Within the framework of the National Security Policy, the 2021 National Security
Strategy defines organized crime as a transnational and opaque threat to citizens’
safety and well-being that mainly seeks financial gain and has the potential to
destabilize political and social institutions, all of which will be taken into account
in this Strategy. As for serious crime, tangible threats to national security include
offences against vulnerable groups such as the exploitation of minors, human
trafficking for the purpose of sexual or labour exploitation, as well as smuggling,
cybercrime and trafficking in all its forms.
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This is reflected in the development
of sector-specific strategies addressing
issues connected with serious and

The 2021 National Security orgz%n‘ized cr;ime (cybersecurity,
Strategy  defines  organized maritime security, aerospace security,
crime as a threat to citizens' economic and financial security). In
safety and well-being. addition, the 2023 National Counter-
3 Terrorism  Strategy highlights the

growing connection between terrorism
and organized crime.

The complexity of the different forms of serious and organized crime, as well as its
transnational organization and impact, make it necessary for every initiative in this
field to consider the international aspect of the threat in order to properly assess
its nature and characteristics. This will allow actors to agree on measures in the
framework of solutions developed jointly at an international level.

The main international treaty on organized crime is the United Nations Convention
against Transnational Organized Crime (UNTOC), also known as the 2000 Palermo
Convention, in force since 2003 alongside three supplementary protocols.The 2003
United Nations Convention against Corruption (UNCAC), in force since 2005, is
also relevant. The United Nations Convention against Cybercrime was adopted in
December 2024 and will come into force once it is signed by the States Party.

At the Council of Europe level, the Convention on Cybercrime, known as the 2001
Budapest Convention, has been in force since 2004.

The thematic areas of the strategy adopted by the United Nations Office on
Drugs and Crime (UNODC) for 2021-2025 are organized crime, corruption and
economic crime, terrorism and crime prevention and criminal justice.With regards
to terrorism in particular, this strategy highlights terrorist groups’ dependence
on organized crimes such as drug trafficking, smuggling of firearms and money
laundering to obtain funds for their operations. It also stresses the need to
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strengthen criminal justice systems, promote effective measures to prevent and
counter said threats and to enhance international cooperation.

Interpol’s Strategic Framework 2022-2025 sets strategic targets to support all
member countries in reducing the impact of organized and emerging crime, in
order to protect the most vulnerable communities and societies, especially against
new crimes, terrorism and cybercrime.

The World Customs Organization Strategic Plan 2022-2025 includes, among its
strategic objectives, the protection of borders against transnational organized
crime through international cooperation. It defines specific action plans around
risk management, passenger control and safety, anti-money laundering and counter-
terrorism financing, and drug trafficking.

The Financial Action Task Force (FATF) has continued to update the International
Standards on Combating Money Laundering and the Financing of Terrorism and
Proliferation, strengthening regulations on the recovery of assets, issuing guidance
on the transparency of legal persons and arrangements, and supporting the effective
application of regulations to virtual assets.

The EU Strategy to tackle Organised Crime 2021-2025 focuses on dismantling
organized crime structures and combating high priority crimes, removing criminal
profits, preventing society and the legal economy from being infiltrated, and
making law enforcement and the judiciary fit for the digital age. It also promotes
international cooperation and highlights the

importance of prevention. The fight against

serious and organized crime is one of the The fight against serious
EU Internal Security Strategy’s key priorities, and organized crime is one
alongside the development of a robust European of the EU Internal Security

security system,supporting justice through closer Strategy's key priorities.

cooperation and better information sharing.

13
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Moreover, the EU strategy establishes that the European Multidisciplinary Platform
Against Criminal Threats (EMPACT) is one of the main tools for applying EU
strategies to fight organized crime through coordinated effort and operations.
This platform, used by Member States since 2010, helps to determine, through the
European Union Serious and Organised Crime Threat Assessment (EU-SOCTA),
among other sources, which criminal threats should be prioritized by the Council
of the EU.

These threats are tackled through joint and structured action by police, customs
and border control, tax authorities and the courts, as well as by EU agencies
and institutions and, where appropriate, those of third countries, international
organizations and the private sector.

More recently,in October 2023, the European Commission stipulated in its roadmap
to fight drug trafficking and organised crime that drug trafficking represents one
of the most serious security threats the EU
is currently facing. It is considered a priority

to tackle these threats which are shared

by Member States and their international The drug trafficking
partners.The roadmap sets out specific actions represents one of the
to overcome existing shortcomings. These most serious security
consist of |7 actions in four priority areas: to threats the EU s
strengthen the resilience of logistic hubs with a currently facing.
European Ports Alliance, to dismantle criminal

networks, to increase prevention efforts and

to strengthen cooperation with international

partners. It also considers essential the adoption of new “[cJommon, robust and
effective rules [...] to boost national measures, as well as EU and international
cooperation against organised crime and drug trafficking and to protect victims of
these crimes”.
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Taking these national and international parameters into account, the 2025 National
Strategy to Combat Serious and Organized Crime constitutes the national
reference framework for the fight against this threat. It aims to adopt, implement
and adapt specific actions to protect Spain from the spread of this criminal activity
and to mitigate its impacts.



CHAPTER 2

Emerging trends in serious and organized crime

This chapter explores worldwide characteristics of serious and organized
crime and the new trends emerging in this sphere, as well as the threats

currently faced by Spain.
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2.1. Characteristics and trends

The various official international reports that assess the threat represented by
serious and organized crime and the strategic response thereto depict a panorama
characterized by an interconnected criminal world making ever-greater use of
violence, corruption and the infiltration of legal business structures.

The evidence suggests that criminal networks are highly adaptable and know
how to take advantage of changes in the environments in which they operate. In
this regard, the forging of enduring ties or temporary alliances between criminal
networks to achieve their aims—and the widespread adoption of the crime-as-a-
service (CaaS) model—are examples of this adaptability, which enables criminal
networks to expand their spectrum of illegal activities and, in many cases, further
their specialization.

The incorporation of experts of all

kinds into criminal networks favours

the commission of illegal activities and Violence, adaptability and the
hampers their investigation. Moreover, incorporation of new technologies
organized crime groups are fast to are characteristics of the current
adopt new and advanced technologies landscape of serious and organized
to expand their influence, optimize their crime.

activities and act with greater impunity,

especially in the sphere of information

and communication technologies. Innovative tools and software have even been
developed and financed to facilitate specific criminal activities. Moreover, artificial
intelligence (Al), as an emerging technology, is also reshaping the current panorama
of serious and organized crime.

Economic enrichment being the primary objective of any illegal activity, criminals
need to safeguard their gains through money laundering. Criminal networks may
carry out self-laundering or engage the services of independent networks that
launder the profits of other criminal organizations.

17
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In addition, ever-greater convergence between
terrorist groups and organized crime networks
is favouring cooperation in all criminal spheres,
with trafficking in drugs and human beings,
people smuggling, trafficking in firearms and/or
explosives, and money laundering all serving as
sources of terrorist financing.

The convergence of
terrorism and organi-
zed crime is increasing.

ST,
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The establishment of international criminal networks in different countries, taking
advantage of each country’s specific circumstances (geographic, institutional, legal,
economic, social), is proof of the transnational nature of serious and organized
crime.

The global geostrategic situation, which is both highly changeable and instrumental
to shaping the nature of criminal operations, calls for the adoption of innovative,
creative and proactive measures to combat serious and organized crime and the
extension of such measures to areas of origin.

The dynamics arising from armed conflicts constitute another crucial factor in the
international arena. Such dynamics have a direct impact on organized crime groups,
which take advantage of wars to elude controls and expand their operations,
primarily in illegal trafficking.

Criminal networks increasingly operate as intermediaries at the service of hybrid
threat actors.This is not only a challenge as regards public safety, but also a threat
to the very foundations of institutions and of society itself. Lastly, the persistence,
extension and characteristics of organized crime increase the risk of it causing
unrest and fostering social divisions.This is one more reason, were any needed, to
consider it a highly significant threat to national security.
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2.2. Analysis of the current situation in Spain

The nature of serious and organized criminal activity in Spain is shaped and
determined by the specific geopolitical, social and economic characteristics of our
country.

Spain’s status as a Member State of the European Union, its geographical
characteristics, such as its peninsular nature, its location on the southern tip of
Europe and its proximity to the African continent, its extensive coastline, the
strategic location of the Canary Islands and of the Autonomous Cities of Ceuta
and Melilla, and our country’s close historical, trade and cultural ties with Latin
America and North Africa are determining factors not only for legal trade, but
also for illegal trafficking. These international connections are sustained by large
infrastructure such as ports and airports.

Similarly, factors such as our country’s weather, the status of Spanish as one of
the most widely spoken languages in the world, and Spain’s volume of trade and
tourism, encourage foreigners to settle in our country. This situation is exploited
by criminals,and by national and international criminal groups and organizations, to
establish themselves in our country, especially in coastal areas such as the south and
the east of the peninsula, from where they also engage in transnational operations.

Organized criminal activity in Spain
largely consists in illegal trafficking,
especially of cocaine and cannabis
derivatives, followed, to a lesser Organized criminal activity in
extent, by crimes against property Spain largely consists in illegal
and economic interests. Consequently, drug trafficking, followed to a
the greatest threat posed by serious lesser extent, by crimes against
and organized crime in Spain is drug propertyand economicinterests.
trafficking, whether engaged in as a main
activity or in association with others.

19
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The criminal organizations that operate in Spain are predominantly multinational but
include Spanish nationals, engage in international activities,and use trade structures
to pursue their ends. Moreover, a current trend is the provision of services to
other international organizations and the infiltration of logistics structures to
facilitate their activities.

The shift among criminal groups and organizations towards poly-criminality—for
example, by engaging in both drug trafficking and trafficking in human beings—
has redirected distribution routes towards other European countries and towards
Africa. Moreover, institutional action has displaced criminal activity towards new
geographical areas and even into neighbouring countries.

Numerous criminal networks are involved in transnational organized crime.Among
them, of particular significance are those from the north and the east of Europe,
the Mediterranean basin, Africa and Latin America.
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2.3. Main threats and vulnerabilities

The threats of serious and organized crime are multiple and varied, and relate to
illegal activities of different natures, including cyberattacks, human trafficking for
different purposes, child sexual exploitation, migrant smuggling, trafficking in drugs
and firearms, fraud and economic crimes, as well as crimes against property and
the environment.

In addition to the above, the lessons learned and analyses conducted to date have
identified the threats listed below as being of particular relevance to Spain.

lllegal drug trafficking and the use of transport hubs for criminal
activities

Spain has one of the most extensive coastlines of any EU Member State.This singular
geographical characteristic and our country’s strategic location mean that Spain
is a key point on global maritime routes and plays a crucial role in international
maritime transport, especially in the south of Europe.

For reasons of investment, employment

and commerce, ports are fundamental to

the economic prosperity of all countries, The strategic position of
which naturally focus on making them more spanish ports and airports
attractive to foster international trade and is exploited by criminal
further economic development. However, organisations involved in
the strategic role played by ports makes illicit drug trafficking.

them vulnerable to exploitation by criminal
networks in the pursuit of their interests.

Criminal organizations engaging in illegal drug trafficking make considerable use of
Spain’s ports to bring in drugs, especially cocaine, from the main producer countries
in Latin America. Criminal networks regularly corrupt individuals who possess or
have access to privileged information at port facilities to ensure that their illegal

21
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goods pass through customs undetected.The number of cocaine seizures at national
and European ports has increased notably in recent years.

The necessary strengthening of the resilience of ports against the activities of
criminal organizations calls for joint action by the public and private sectors.Security
at these logistics centres requires a common approach that extends beyond our
borders. In this regard, the European Ports Alliance highlights the need to join
forces against this threat.

Air traffic in Spain has not only recovered to pre-pandemic levels, but is undergoing
constant year-on-year growth, in line with national and international demand,
making our country a hub for international connections. The movement of large
flows of people and goods into and out of a country represents an opportunity for
traffickers, especially those trafficking in drugs. Seizures of drugs in unprecedented
amounts concealed in both hand and hold luggage, as well as in shipping containers
and in air freight cargo are becoming increasingly frequent.

In short, the global expansion of drug trafficking, the consolidation of criminal
organizations engaged in this activity, and connections between continents
entailing flows in all directions call for the coordination of bilateral and multilateral
international cooperation mechanisms to address these challenges, in particular
those affecting transport hubs. Moreover, if we are to adopt a comprehensive
approach to tackle this scourge, policies combating supply must be combined with
policies that focus on demand.

22
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Corruption

Corruption plays a crucial role in many of the illegal activities carried out by
serious and organized crime organizations, whether by facilitating the commission
of an offence or enabling a subsequent serious crime. Such corruption may involve
infiltrating infrastructure or obstructing the course of justice.

Assuming a number of different guises, and by
creating a favourable environment for organized
crime, corruption has a highly negative impact on
national security. Corruption weakens the pillars of
good governance, generating distrust and weakening

Corruption has a highly
negative impact on na-
tional security.

SNy,
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institutions and thus negatively affecting society as a
whole.

Criminal networks, aware of the role of corruption in ensuring the success of
their activities, seek to carry out the necessary actions, including different forms
of intimidation, to corrupt individuals at all levels in both the public and private
sectors, making them pivotal to their criminal activities.

Tackling corruption calls for a comprehensive approach, with a sustained
commitment and coordinated efforts in which all sectors of society participate.

Lastly, we are seeing criminal organizations avail themselves of legal procedures to
hinder the actions of public institutions and disrupt the proper course of judicial
action against serious and organized crime. An example of this is the filing of
complaints and lawsuits that lead to investigators themselves being investigated,
thereby delegitimizing their functions.

23
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Increase in violence and perception of a lack of public safety

Serious and organized crime are closely related to the rise in violence both within
and outside our borders. Seizures of weapons of all kinds, score settling, attacks
against law enforcement, customs and port officers, as well as robbery with
violence or intimidation perpetrated by criminal

networks against rival organizations continue to
be commonplace occurrences. Moreover, they
cause collateral damage, impacting negatively on
public safety and, occasionally, on human health and
well-being. This situation calls for a comprehensive

Serious and organized
crime are closely related
to the rise in violence.
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approach that considers all affected groups.

Impact of armed conflicts and terrorism

Any conflict of the magnitude of the war in Ukraine or the situation in the Middle
East will produce a destabilizing effect that criminal organizations can exploit.

The expansion of terrorism in certain areas of

ST,

Africa, especially the Sahel, the Horn of Africa and
the Chad basin, as well as the persistent conflicts
fuelled by armed militia are generating ever-
greater interaction between terrorist activity and
organized crime in the form of human trafficking

The destabilizing effect of
global conflicts is exploited
by criminal networks.
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and trafficking of firearms, minerals, and other

commodities. In addition, the institutional fragility
of certain States, pre-existing conflicts and humanitarian emergencies make it harder
to combat criminal activities, some of which have an impact in Europe and more
specifically in Spain. For this reason, it is increasingly necessary that we collaborate
with the countries affected, share information with them, and strengthen operating
capacities in line with local demands.
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Impact of migrant smuggling networks

Spain’s geographic conditions make our country one of the EU Member States
that sustain the greatest migratory pressure and this is being exploited by migrant
smuggling networks.

Migrant smuggling networks may also finance or receive funds obtained through
other criminal activities, exposing our country to several risks. These include the
use of migratory flows by third States and/or non-State actors to aggravate geo-
strategic tensions; the destabilization of institutions, while also violating human
rights owing to the links between migrant smuggling and human trafficking and
exploitation; the potential vulnerability of irregular migrants to radicalization; and
the possibility of these networks smuggling terrorists into the country.

In Spain, organizations historically engaged in drug trafficking are beginning to
diversify their revenue streams by engaging in migrant smuggling, maximizing the
use of their existing routes, infrastructure and resources.

People smuggling, in addition to harming
especially vulnerable groups, is a catalyst for

other cross-border organized crime activities
and represents a serious threat to the security
of our country and of the EU as a whole.
Migrant smuggling networks optimize their

People smuggling is a ca-
talyst for other cross-border
organized crime activities.
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criminal platforms to engage in all types of
illegal trafficking, including human trafficking,
primarily for sexual and labour exploitation.

This is why collaboration with countries of origin and of transit is crucial to
identifying and dismantling criminal organizations of this nature, necessitating
multi-sectoral involvement that combines border security with a humanitarian
approach, fosters international cooperation and guarantees effective immigration
policies. Monitoring this phenomenon, and the emergence of increasingly complex
scenarios is a priority, taking into account our singular geographical position as a
key point on the routes linking Europe, the Mediterranean and the Atlantic.

25
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Impact on vulnerable groups

Criminal organizations use diverse methods to exploit the vulnerabilities of certain
potential victims.

The recruitment of minors into crime is nothing new. Criminal organizations
frequently exploit minors because they are vulnerable and easy to manipulate,
facilitating their recruitment.

Recruiting minors helps criminal organizations to grow and expand over time, in
addition to offering them a certain degree of protection from prosecution owing to
the age of the offenders, and, in some cases, making their detection more difficult.

In recent years this trend has intensified and recruitment methods have changed.
Criminal organizations increasingly opt to groom their targets directly using
encrypted messaging services on social media, which allow them to effortlessly
address a broad public without any need to meet their targets in person.

Moreover, minors, as an especially vulnerable group,

The
for

a practice that has been
itated by the expansion
of digital technologies.

facil

face serious threats representing a clear danger owing
recruitment of minors to the seriousness of the crimes of which they may be
criminal - activities is victims. The rapid expansion of digital technologies,
their accessibility to increasingly younger age groups
and the inherent anonymity of the internet and
social media, make this environment fertile ground

26

for criminal offences such as the publication of
child sexual abuse material, sexual grooming, sexual
extortion and hate crimes. Moreover, criminal organizations are able to take
advantage of the lack of monitoring and oversight of these digital environments.

Future economic crises are likely to increase human trafficking and migrant
smuggling from economically deprived regions. This probable outcome represents
new challenges requiring additional efforts in terms of the early detection, prevention
and prosecution of these crimes, the provision of protection and assistance to
victims, and greater inter-institutional cooperation and coordination at both the
national and international levels.
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lllicit use of legal structures and financial networks

Criminal organizations frequently make use of legal business structures to carry out
their activities, enabling them to conceal their operations and the unlawful origins
of their gains. Sophisticated criminal organizations create networks of companies
in different countries to maximize anonymity and hamper detection. This poses
significant challenges for the police and judicial authorities responsible for combating
organized crime, especially in a globalized context of increasing financial complexity.

Preventing this exploitation of lawful

economic and legal infrastructure also

calls for an administrative approach. An administrative approach to
Administrative measures can put a stop combating criminal organisations
to criminal business activities, and their is key to preventing the illicit
adoption entails a greater deterrent than use of legal economic and legal
the threat of prosecution and subsequent infrastructure.

punishment alone. Among these

measures, of particular importance are
those relating to the investigation of companies with organized crime connections,
as well as the possible denial or revocation of business licences.

Criminal groups are primarily motivated by the substantial profits to be made from
their unlawful activities and therefore one of the most effective forms of combating
these organizations is by seizing their illicitly obtained gains.Asset investigations are
particularly crucial in this regard, as they enable the identification and recovery of
gains and assets of unlawful origin, thereby thwarting criminal organizations in the
pursuit of their main objective.

Essential in this regard are the commitment and cooperation of the various
public and private sector actors with powers in this sphere. Moreover, priority
must be given to facilitating the proper tools for carrying out all types of financial
investigation. Lastly, given that the fraud and asset concealment mechanisms used by
criminal organizations are habitually transnational in nature, improving international
coordination is also key.

27
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Use of technology for illegal ends

The expansion of digital spaces through the ever-greater application of the internet
of things (IoT) is significantly increasing the possibilities for attack and illegitimate
access to organizations’ data and assets. Cybercriminals are targeting loT devices
to gather information on user profiles and behaviour.

The number of cybercriminals is
constantly increasing, favoured
by society’s adoption of new
technologies,  which facilitate

The number of cybercriminalsis cons-
tantly increasing, favoured by socie-

b . d by th . ty's adoption of new technologies,
cybercrime, an y the growing which facilitate cybercrime, and by

number and complexity of digital the growing number and complexity
infrastructures, which expand both of digital infrastructures.

the potential attack surface and the
number of potential targets.

Cybercrimes (phishing, malware,ransomware and social engineering attacks, identity
theft, hacking, etc.) are not only committed to access confidential information, but
also for the purposes of fraud, extortion, industrial espionage, publication of child
sexual abuse material, carrying out internet and social media scams, and issuing
threats.

The use of crypto assets for money laundering purposes has displaced other,
previously more common methods owing to their anonymity and the difficulty
involved in tracing them. This anonymity also spotlights the use made of the dark
web in illegal goods trafficking.

Use of air and sea drones is also increasingly common.These drones are deployed
by organized crime groups to transport drugs and firearms, but also for surveillance
and protection purposes, thus increasing the security of their operations, and
enabling them to anticipate the movements of law enforcement agencies or rival

gangs.
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Lastly, organized crime groups are also using new communications networks and
encrypted messaging applications.

The regulatory framework is being strengthened worldwide to make digital
systems more resilient and the user experience more secure. However, the human
factor remains the weakest link and will continue to be exploited by organized
crime groups online, meaning that official institutions must use these same tools to
ensure that preventive information reaches as many people as possible.
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Impact of artificial intelligence

Artificial intelligence is a technology that enables machines to carry out tasks that
previously required human intelligence, such as learning, pattern recognition and
problem solving. This major technological development makes Al a catalyst for
significant technological and social changes and a tool that is capable of generating
cross-cutting impacts in different spheres, such as the economy and society.

Development and application of Al will improve people’s quality of life, but it must
be exhaustively regulated if it is to be implemented in an ethical and responsible
manner.

Having grasped its potential, criminal
organizations are making ever-greater use
of Al to advance their illegal activities. Its
possible application to optimize or conduct
such activities as money laundering, major
financial fraud, scams and cyberattacks, to
create deepfake audio and visual content
and even to generate precisely targeted, large-scale disinformation campaigns,
represents a significant challenge for all institutions involved in the prevention,
detection, investigation, suppression and prosecution of criminal activities. Measures
must be adopted to effectively counter the threats deriving from the use of this
technology for criminal ends.

Criminal organisations are
increasingly using Al to further
their illicit activities.
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Environmental degradation associated with criminal activity

The duty to conserve the environment is both nationally and internationally
recognized. However, implementation of environmental protection initiatives has
been gradual, in pace with public awareness of the importance of protecting the
environment.

Despite its profound impact, this threat is not

always prioritized on security agendas, and

preventing and prosecuting environmental The deterioration of the
crimes is therefore challenging. The harm environment associated
to natural resources caused by both legal with criminal activity not
and illegal human activity not only affects only affects ecosystems
ecosystems and diversity, but also public health, and biodiversity, but also
people’s livelihoods and global security. The global security.

environmental degradation caused exceeds the
local sphere, having a transnational and global
dimension.

In short, the impact of organized crime on the environment constitutes a complex
threat that calls for a coordinated and multidisciplinary response. Beyond its
ecological repercussions, this problem requires strategic reflection that places
environmental considerations within the framework of security and sustainable
development policies.
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CHAPTER S

A more vigilant society that is more resilient against
serious and organized crime

This chapter identifies changes and progress in State action to combat
serious and organized crime, with particular reference to criminal markets
and serious criminal offences, as well as to links to terrorism.
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3.1. Change and progress in the fight against serious
and organized crime

The number of criminal organizations identified in our country has remained stable
inrecent years.National organizations dedicated to combating serious and organized
crime focus their efforts on seeking to dismantle existing criminal structures, with
the fundamental aim of preventing them from becoming established, evolving and
rising within the criminal hierarchy.

Cooperation, coordination and institutional effectiveness have contributed
significantly to the success of numerous actions carried out in recent years, which
have dismantled major criminal organizations and, in other cases, prevented the
small cells detected from becoming established and expanding.

Situation and prospective analyses and reports are carried out periodically to
enable potential threats to be anticipated. Moreover, Spain collaborates with various
international organizations and agencies, pooling efforts to guarantee better citizen
protection.

Spain has succeeded in containing the levels
of violence associated with organized crime,

demonstrating the effectiveness of its preventive Spain has succeeded
and suppressive measures, which include the in containing the levels
implementation of specific plans in areas where of violence associated

such crime is rife. One example of this is the with organized crime.

Campo de Gibraltar Special Security Plan,launched
by the Ministry of the Interior in 2018, which has
been continuously adapted in line with changes in strategy, modus operandi and
the extension of criminal activity. This adaptation has entailed increasing the human
and material resources allocated to the Plan and gradually extending its application
to other neighbouring territories and provinces. Representing a milestone in the
fight against organized crime, this Plan is looked to as an example in national and
transnational collaboration, cooperation and coordination.
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The above notwithstanding, the virulence of organized crime in other countries
close to Spain means there is room for improvement and that the principle of
authority of all the institutions involved must be reinforced.

In the strategic framework, combating serious and organized crime requires
an international and multidisciplinary approach and the capacity to anticipate

The fight against serious
and organized crime requi-
res a multidisciplinary and
international approach.
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transnational criminal threats. This anticipation
depends, to a great extent, on efficient and
systematic sharing of intelligence with other
countries, including with criminals’ countries of
origin and with the countries in which they hide,
maximizing our official representation in each
country to this end.

A gold standard in international cooperation tools for addressing the main
criminal threats is the European Multidisciplinary Platform against Criminal Threats
(EMPACT), within which Spain acts as a participant, coordinator, contributor or
leader with respect to several priorities and Operational Actions. In addition, Spain
has led the way in work forums for sharing operational good practices, activating
information flows and fostering the sharing of information on the multiple modi
operandi of organized crime groups.

Spain participates actively in the European Network on the Administrative Approach
(ENAA), which was consolidated in 2018 to combat serious and organized crime,
reflecting the importance for Member States of building the necessary legal
infrastructure to include an administrative approach in the fight against serious and

organized crime.

Our country is also closely involved in other international initiatives, such as the
Coordination and Cooperation Mechanism on Drugs of the European Union and
the Community of Latin American and Caribbean States (EU-CECLAC) and the
Financial Action Task Force (FAFT) against money laundering and terrorist financing.
In addition, Spain participates in the protection of the EU’s external borders from
a customs perspective and takes an active role in the Mechanism for the Review
of the Implementation of the United Nations Convention against Transnational
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Organized Crime and the Protocols Thereto (also known as UNTOC and as the
2000 Palermo Convention).

To tackle the threat represented by money

laundering, Spain has strengthened preventive
efforts, expanding the list of categories of
individuals and entities requiring monitoring
under anti-money laundering regulations. In
addition, Spain is currently strengthening inter-

In the fight against money laun-
dering, preventive measures
and inter-agency collabora-
tion have been strengthened.
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institutional collaboration on identification
of transactions entailing a high risk of money
laundering in each sector.

Given that criminal enterprises operate with large amounts of cash, greater
limitations and controls on the use of cash have been put in place to prevent
money laundering and terrorist financing.

In the investigative sphere, a system established to provide continuous specialized
training encourages staff to focus on examining the assets of the individuals and
entities they are investigating from the outset. Similarly, IT systems have been
adapted to enable the detection of assets not consistent and analysis of financial
flows.

Greater bilateral cooperation with international partners has enhanced our capacity
to trace illicit financial flows and strengthened economic surveillance systems.

Similarly, significant progress has been made in terms of recovering assets associated
with organized crime and Spain plays a prominent role in the official international
networks in this sphere. Nevertheless, tools for monitoring, evaluating and obtaining
statistical data must be strengthened to ensure faster access to information and
more efficient responses.

Moreover, in view of the difficulties involved in managing those criminal assets that
are identified and recovered, Spain is currently defining and optimizing procedures
which will require ongoing improvement.
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Our country’s battle against corruption is being fought on a number of different
fronts.

In the operational sphere,a number of investigations have identified criminal activity
involving corruption, extortion and illicit trafficking combined with significant
money laundering schemes.

As regards the legislative framework, Act 2/2023 of 20 February, regulating the
protection of individuals who report legislative infractions and on the fight against
corruption, provides for the adoption of a strategy on this matter.

Spain’s participation in international anti-corruption forums, such as the Group of
States against Corruption (GRECO) of the Council of Europe, the Working Group
on Bribery in International Business Transactions and the Implementation Review
Group of the Conference of the States Parties to the Convention of the United
Nations against Corruption, is fundamental to advancing awareness of this threat.

Technological advances are facilitating the

fight against serious and organized crime.The
interoperability being implemented by the
Ministry of the Interior, allowing verification
of information available on different platforms,
will enable coordination and synergies
between operators, optimizing the use of

Technological advances are
an ally in the fight against
crime and strengthen the
capacity to respond to va-
rious criminal phenomena.
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information by those best placed to act on it.

The combined efforts of several countries in decrypting information shared on
platforms used almost exclusively by criminal organizations have facilitated major
advances, both in terms of obtaining information about transnational crime and of
dismantling structures that until recently had succeeded in going undetected.

Aware of the importance of artificial intelligence in strengthening our capacity to
respond to multiple criminal activities, including the malicious use that criminals
may make of this technology, Spain has made headway towards establishing ethical
and responsible legislation in this sphere, aligning the 2024 National Artificial
Intelligence Strategy with the EU’s pioneering Intelligence Artificial Act, in addition
to generating sovereign language models.
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Combating serious and organized crime is the responsibility of the public
authorities, but it also requires the involvement of the private sector. This calls
for an effective and coordinated approach that fosters mutual trust and the fluid
exchange of information, and therefore public-private cooperation is a crucial tool
for responding to this threat.

Similarly, public collaboration is key to strengthening public security and to laying the
foundations for more resilient societies. The public needs to understand that crime
affects us all and this requires strengthening trust in institutions and implementing
teaching and educational programmes aligned with this Strategy. Efforts in this
regard include the social media presence of law enforcement agencies, the launch
of the AlertCops application allowing the public to report crimes and incidents
online, and the creation of helplines (whose numbers do not appear on the caller’s
call history) that provide assistance or refer reports to the appropriate authority.

Training, as a pillar of institutional growth, is crucial at all levels of investigation into
activities related to organized crime.

Investment has been made in specific training to improve the capacity of all actors
involved, participation in task forces and working groups, national and international
forums and bilateral committees, as well as the sharing of lessons learned and good
practices, in particular with key countries. All of this must be considered essential
as part of a continuous training plan.
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3.2. Fight against criminal markets and serious criminal
offences

Spain has established national strategies and plans that have contributed positively
to containing drug trafficking, primarily of cocaine and cannabis derivatives, which
to date accounts for the largest volume of organized criminal activity. Given the
significant transnational aspect of drug trafficking,
Spain also collaborates actively in numerous

international forums, task forces and working
groups, such as the Horizontal Working Party
on Drugs of the Council of the European Union,
fostering the necessary cooperation between the
main countries affected to facilitate joint efforts

Cocaine and cannabis deriva-
tives account for the largest
volume of criminal activity
related to drug trafficking.
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in monitoring the main channels by which drugs
enter our continent.

Despite Spain’s cumulative experience in the fight against drug trafficking, the
proliferation of synthetic drugs means that we need to learn more about the
specific characteristics of these substances, as well as their precursors and pre-
precursors. Nor must we forget the growing presence of new psychoactive
substances (NPS) in international and national markets, as well as that of other
non-controlled substances sold illegally for non-medical use which, because they
are most frequently consumed by young people, must be monitored owing to
their significant harmful health effects. International initiatives in this area include
the US-led Global Coalition to Address Synthetic Drug Threats, in which Spain
participates.

Criminal organizations specializing in crimes against property, such as robbery with
violence or intimidation, burglary involving damage to property, theft, illicit trading
in vehicles, and illegal trade in cultural goods, use methods that enable them to
operate during short periods of time within and beyond our country’s borders,
further hampering investigation. Spain is collaborating and cooperating with various
different countries to address this problem.
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In addition, certain crimes against property target vulnerable people, such as older
people and minors,and it is therefore necessary to strengthen prevention campaigns
aimed at these groups to reduce the volume of crimes committed against them, in
both physical and virtual environments.

The underground economy and tax fraud are economic and social scourges, as they
represent a drain on public revenue. Moreover, they produce market distortions,
given that those who systematically fail to comply with their obligations enjoy a
clear competitive advantage over those who assume the tax costs of carrying out
their business activity.

Countering these threats frequently calls for transnational cooperation. This is
why, given the technical complexity of each type of crime, effective national and
international collaboration and coordination mechanisms must be established for
the prevention, detection, investigation and prosecution of these crimes.

The proliferation of firearms circulating
illegally worldwide and the resultant
impact on global security make the fight
against this threat a national priority
requiring ongoing efforts to detect and
neutralize illegal supply channels.

The proliferation of firearms cir-
culating illegally worldwide has
an impact on global security,

and combating this threat is also
a priority at the national level-

Confronted with ever-stricter domestic and EU legislation, criminal networks are
acquiring firearms that in principle are non-lethal and adapting them for the purpose
of firing live ammunition. Alternatively, they are assembling firearms from separate
components purchased online, using stolen firearms, or even using 3D-printers to
make guns.

Online purchasing and the removal of customs controls within the EU have
facilitated the importation and distribution of firearms and firearm parts, often
through courier companies, from other countries with less stringent regulations
in this sphere.This is why controlling the movement of firearms and firearm parts
must be considered a priority.
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Controlling explosives precursors is crucial to preventing the most serious forms
of crime, including terrorism, to ensure that commonly used substances are not
purchased for malicious ends.

In response to the threat to public security of terrorism and other serious criminal
activities, the EU has taken decisive action to control these types of precursors,
adopting specific legislation on their marketing and use, thus strengthening the
system aimed at preventing the illicit manufacture of explosives.

Spain has adopted the necessary measures to control these products, complying
with EU legislation and adapting domestic legislation accordingly through Act
25/2022 of | December, on explosives precursors.

In the environmental sphere, crimes related to illegal waste management and
trafficking, trade in protected species, and illegal hunting and fishing represent an
increasingly significant challenge. The
environmental impact of the cultivation
of drugs in our country, indiscriminate
logging of native vegetation, water theft, Crimes related to illegal waste ma-
and the environmental harm associated nagement and trafficking, trade
with waste dumping, are equally in protected species, and illegal
significant. These activities, frequently .huntlng. and f‘|sh‘|n‘g represent an
. . . increasingly significant challenge.
linked to organized crime, cause

significant harm to ecosystems and

represent a risk for the formal economy.

The combination of regulatory, investigative and operational efforts has increased
our capacity to address the complexities of environmental crime and mitigate
its most harmful effects. Strengthening environmental intelligence networks and
fostering closer cooperation between agencies are essential in this regard.

The cross-border nature of migrant smuggling means that efforts to target the
networks engaged in this criminal activity must seek to maintain and strengthen
collaboration with countries of origin and of transit, to identify and dismantle
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criminal organizations and, ultimately, to contain and prevent this scourge. Synergies
between Member States in the framework of the European agencies Europol and
Frontex are also key.

The EU Pact on Migration and Asylum proposes the adoption of a more balanced,
sustainable and solidarity-based approach to managing these issues within the EU.This
Pact is becoming consolidated as an effective tool owing to its comprehensiveness
and the measures it introduces for strengthening border controls, managing returns
and improving the coordination of efforts between different actors. Nevertheless,
this sphere is one of significant challenges.

What is required in this context is multi-sectoral involvement that focuses on
border security, to strengthen prevention and detection, while at the same time
providing the necessary assistance to safeguard the victims of people smuggling
networks. Monitoring the increasingly complex scenarios emerging in this area is
more necessary than ever before, taking into account our singular geographical
position at the centre of the channels of communication between Europe, the
Mediterranean and the Atlantic.

Human trafficking and exploitation remains

one of the most lucrative criminal markets Human trafficking and ex-
at both the national and international levels, ploitation remains one of
despite the efforts made in recent years to the most lucrative criminal
strengthen multidisciplinary cooperation markets at both the natio-
and collaboration mechanisms, improve nal and international levels.

victim protection and adopt comprehensive
plans to combat these crimes.

The National Strategic Plan against Trafficking and Exploitation of Human Beings
2021-2023—the establishment of which was included as a line of action in the
2019-2023 National Strategy to Combat Serious and Organized Crime—represents
the first comprehensive planning instrument on this matter in Spain. This Plan has
served as a basis for other sectoral plans, as well as for the National Action Plan
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against Forced Labour: Compulsory Labour Relations and Other Forms of Forced
Labour, and the Camino Plan of the Ministry of Equality.

A key initiative that has yet to be completed, which originates from the National
Strategic Plan against Trafficking and Exploitation of Human Beings 2021-2023 and
on which Spain is currently working with particular intensity, is the enactment of
a bill for a comprehensive law to combat human trafficking and exploitation. The
success of this bill will unquestionably represent a watershed in public policy aimed
at ending human trafficking, strengthening victim protection, and making the fight
against crime more effective, in particular in digital environments.

Gender violence remains one of the most serious forms of crime and of violence
against women. In this sphere, the necessary changes have been made to national
legislation to toughen sentencing and improve the assistance and protection
extended to victims during judicial procedures.

Moreover, the systems designed to respond to this threat are being continuously
updated and adapted. One such system is the VioGén-2 System which, together
with the new protocol for police assessment and management of the level of risk of
gender violence and monitoring of cases through theVioGén-2 System, forms part
of the ongoing progress being made by the inter-institutional strategy to prevent
gender violence, which ultimately seeks to ensure that no vulnerable victim is
excluded from the protection system.

Another crime targeting vulnerable victims is online child sexual abuse, and
combating this scourge has become a major priority. Spain has made the necessary
legislative advances to provide broader protection and specialized police assistance
to victims of this crime. However, we must continue to develop specific legislation
adapted to the complexity of this criminal activity and furnish the institutions of
the States involved in combating it with the necessary tools.

Spain has strengthened its defence of vulnerable groups through its action plans
to combat hate crimes. These plans are being implemented by the Ministry of the
Interior, which, by creating central operating units within law enforcement agencies
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and by developing a comprehensive coordination system managed by the National
Office for Combating Hate Crimes (ONDOD), seeks to improve investigative
effectiveness, in particular into hate speech online and on social media. Similarly,
the Ministry of Inclusion, Social Security and Migration, through the Observatory
on Racism and Xenophobia (OBERAXE), has reaffirmed the State’s commitment
to preventing and addressing these crimes.

In view of the rise in and sophistication of cybercrime, as well as the proliferation
of crime as a service, Spain’s Ministry of the Interior has launched a National
Cybersecurity Strategy and a Strategic Plan to Combat Cybercrime. Capacities
in cybersecurity and in cybercrime prevention, investigation and prosecution
have been substantially increased. Nonetheless, further efforts are required to
strengthen international cooperation, training and specialization; develop and/or
procure the necessary technological investigative tools; incorporate predictive and
risk analysis models into the system;and continue to undertake ongoing awareness
raising campaigns to ensure that individuals and companies adopt the necessary
security measures.

Protecting critical infrastructure is an
increasingly  crucial priority, as such

infrastructure guarantees the supply of The protection of critical
our society’s essential services and enables infrastructure  has  beco-
socio-economic activity to continue under me increasingly important
normal conditions. Therefore, actions to given its strategic value in
guarantee that such infrastructure operates the development of society.

in secure conditions are particularly relevant
in addressing the threats arising from various
types of criminal activity.

Progressive digitalization and the adoption of new technologies by critical operators
and operators of essential services increase the risk of security breaches, which
could compromise control of the systems that operate critical infrastructure and,
consequently, threaten the continuity of their activity.
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Spain is working decisively to implement the EU Ciritical Entities Resilience (CER)
Directive and the EU Directive on the security of network and information
systems (NIS2), seeking to strengthen both the security of this infrastructure and
its capacity to adapt to new challenges. Thus, in a context of constantly evolving
threats, the focus on resilience is fundamental to guaranteeing the continuity of
operations and public trust.

3.3.Ties to terrorism

There is evidence of cooperation among criminal organizations in multiple areas.
Terrorist groups and organized crime networks find common ground in their
shared use of resources such as firearms, false documentation and financing, as well
as their utilization of networks trafficking in human beings, drugs and firearms.This
symbiosis enables terrorist groups to access logistics and financial infrastructure
established by organized crime groups, while the latter benefit from the social
and political destabilization caused by terrorism, which can facilitate their illicit
activities.

The European Agenda on Security underscores the need to adopt measures to
address terrorist financing in a more effective and global manner, highlighting ties
to organized crime, which fuels terrorism through the aforementioned channels.

The intensification of this interaction has been aggravated by factors such as armed
conflicts, which generate a context of instability that encourages such alliances.
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From a strictly strategic and preventive perspective, at the international level the
growing connections between terrorism and organized crime are evaluated in the
framework of the Common Foreign and Security Policy of the European Union and
the Global Counterterrorism Forum.

In 2025 Spain will update the National Strategic Plan to Combat Terrorist Financing,
placing particular emphasis, among other actions, on those responding to the rise
in the use of new technologies in relation to the financing of terrorist groups.
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CHAPTER 4

Objective, guiding principles, mission and vision

This chapter identifies the objective of the 2025 National Strategy to Combat
Serious and Organized Crime, as well as its guiding principles, mission and
vision to tackle this threat to national security.
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4.1. Objective

To neutralize the threat posed by serious and organized crime to public safety
and well-being, as well as to the public and private interests of Spain as a whole;
to minimize the negative impacts caused by serious and organized crime in all
its forms; to protect victims and vulnerable groups; and to counter increasing
interaction with other threats to national and international security.

4.2. Guiding principles

The general guiding principles of this Strategy are based on a comprehensive
approach to serious and organized crime, addressing all its forms, its links to other
illicit activities, and victim protection; on multidisciplinary action, through the
effective collaboration of all the bodies and institutions engaged in combating these
scourges;on continuous adaptation of prevention, preparedness and response tools
to changes in serious and organized crime.

In addition,a number of cross-cutting principles are present in all actions undertaken
to address these threats. Crucial in fighting these risks and threats to public safety
are international cooperation; the participation of different State institutions;
improved coordination, training and specialization, especially in the use of new
technologies; and the development of formulas for public-private cooperation.
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The essential role of international cooperation in tackling a global
phenomenon

A key trait of serious and organized crime is its transnational nature, which has been
reinforced by globalization and increasing interdependence between countries and
regions.

In this context, international collaboration and cooperation against crime in all its
forms is essential, both bilaterally—with partner countries and allies—and at the
heart of the multilateral organizations and initiatives in which Spain participates.

Involvement of State institutions and public-private cooperation

The complexity of different crimes, the significant economic and social impacts
they cause, and their connection to other risks and threats to public safety make
the involvement of all State institutions all the more important. These institutions
are the guarantors of the free exercise of the rights and freedoms enshrined in our
Constitution.

Public-private cooperation and public participation are fundamental elements of
State action to detect and neutralize serious and organized crime, through formulas
to support knowledge, increase awareness, and establish and consolidate channels
for collaboration which adapt to evolving threats.

Synergetic coordination of all actors

Action to reduce the destabilizing potential of serious and organized crime can
only be effective if it is planned and carried out jointly by all public and private
actors. This is essential to creating the synergy required to optimize their efforts.
This principle is especially relevant in the areas of prevention and response, as well
as in the acquisition and sharing of strategic and operational intelligence on these
crimes.
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New technology and interoperability as a driver of change in the fight
against serious and organized crime

New technologies are crucial in the fight against these threats. Their adoption
contributes to tackling security challenges in preventive and investigative processes;
to supporting training for their correct use against serious and organized crime;
to increasing information sharing based on functionalities which allow greater
interoperability; and to optimizing data use and integration processes.

Specialist training for institutions to provide added value in the fight
against serious and organized crime

Serious and organized crime groups change and adapt to the environments in which
they operate in order to achieve their goals while remaining opaque. As a result,
ongoing specialist training for the institutions combating these scourges is essential
to increase knowledge creation capacities, improve investigation, and develop
prevention and anticipation mechanisms adapted to different modi operandi.
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4.3. Mission

To maintain public safety and protect assets against the threat posed by serious and
organized crime, minimizing its possible impact on Spanish citizens and interests
inside and outside the country, as well as in cyberspace. To this end, all actors
responsible for preventing the risk and reducing the uncertainty linked to serious
and organized crime, for combating illicit activity efficiently, and neutralizing its
effects,must do so as part of a comprehensive, coordinated and efficient framework.

4.4 Vision

To achieve the conditions of freedom, security, safety and justice that will enable
the State to protect constitutional rights and freedoms against the threats posed by
serious and organized crime,and to ensure society’s well-being and full development.

State institutions must undertake specific actions to fulfil this duty, maintaining
public safety, strengthening resilience and supporting peaceful coexistence for the
exercise and enjoyment of freedom, justice and collective well-being.

The complexity and destabilizing potential of serious and organized crime groups,
as well as their links to other threats to security and their constant adaptation to
the environments in which they operate, make it necessary to retain a global vision
which adapts to changes in the security environment, and for all actors to work
together to achieve this aim.This action must support knowledge, coordination and
specialization, as well as the development of formulas for international cooperation,
covering strategic, operational and tactical components.
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TRANSVERSAL
OBJECTIVE PRINCIPLES MISSION VISION

©)

Neutralize the threat posed by International cooperation, Ensure the safety of Achieve the conditions of
serious and organized crime. involvement of state institutions, people and property freedom, security, and justice
training and specialization, and in the face of the that guarantee of

public-private collaboration. threat. constitutional rights and freedoms.



CHAPTERD

Strategic arc: areas for action, strategic pillars and lines
of action

This chapter sets out the strategic arc for State action against serious and
organized crime, which comprises three areas for action, thirteen strategic
pillars and fifty lines of action.
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5.1. Definition and content

The activities to neutralize the threat posed by serious and organized crime are
classed under thirteen strategic pillars, based on a comprehensive understanding
of concerted State action to end all forms of serious and organized crime. These
strategic pillars are grouped into three areas for action: anticipate, react and
consolidate.

These areas for action include initiatives aimed at preventing and anticipating threats,
the consolidation of progress achieved in mitigating them, and support for a more
efficient and effective response thereto.All this must be achieved through concerted
efforts by all actors, at both the national and international levels. Moreover, it must
be based on principles of continuous improvement through adaptation to changes
in serious and organized crime, benefiting from technology and from the growing
involvement of the private sector and the public in general.
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5.2. Areas for action: ANTICIPATE, REACT and
CONSOLIDATE
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ANTICIPATE

Addressing the causes and factors behind serious and organized crime,
strengthening collaboration with the countries of origin of those who commit
or benefit from these crimes and the countries in which they hide. Boosting
prevention by developing coordinated action mechanisms that foster
information gathering and management, improve risk analysis, and expand
the knowledge and involvement of public bodies, the private sector and
society as a whole in neutralizing the threat.

Strategic pillars:

Expand State action against serious and organized crime to reach the
places of origin of those who commit or benefit from these crimes and the
places in which they hide.

Lines of action:

*  Boost collaboration by all State actors abroad.

* Intensify cooperation and social development in areas especially
vulnerable to influence by organized crime groups.

*  Promote operational and strategic international collaboration at the
bilateral, regional and global levels and strengthen capabilities in the
places most affected.

55



2025 National Strategy to Combat Serious and Organized Crime

*  Support international training and the sharing of good practices on
investigating, dismantling and prosecuting criminal networks and
depriving them of profits obtained through criminal activities.

*  Expand Spain’s leadership and presence in international forums.

e Undertake projects and actions aimed at blocking illicit international
financial flows.

* Increase resources for combating serious and organized crime nationally
and internationally.

Improve tools to identify, assess and analyse risk.

Lines of action:

* Increase resources, security measures and risk analysis systems at
logistics infrastructures and throughout the supply chain to improve the
fight against smuggling.

*  Perfect methods to detect infiltration of institutions and public and
private bodies by organized crime groups.

* Offer specialist training at public bodies to develop and improve
identification, assessment and prospective analysis skills, especially
regarding the adoption of new technologies and in particular artificial
intelligence.

*  Support regulatory changes to improve identification, assessment and
prospective analysis of possible threats.
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Identify synergies between serious and organized crime and other threats
to national security.

Lines of action:

*  Adopt detection and control measures to prevent links between serious
and organized crime and terrorism.

* Increase capabilities in the fight against disinformation, which has an
impact on the rise and promotion of offences related to serious and
organized crime.

»  Support the detection of organized crime infiltration of migratory flows.

»  Step up efforts to detect and combat cybercrime threats.

Build society’s resilience to serious and organized crime.

Lines of action:

* Implement and build upon the Comprehensive Plan for a National
Security Culture, as a basis for the active involvement of society in its
preservation and protection against risks and threats, with an emphasis
on aspects related to serious and organized crime in all its forms.

* Raise awareness of the dangers of irresponsible use of new technologies.

*  Protect young people against recruitment by criminal networks.

*  Promote the development of comprehensive systems to foster integrity
and combat corruption in the public sector.
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Boost support and comprehensive assistance for victims and vulnerable
groups.

Lines of action:

*  Establish systems to assess the needs of vulnerable victims.

* Improve synergies between victim assistance organizations and public
institutions that combat serious and organized crime.

*  Foster specialist and sensitivity training for professionals on how to

protect and interact with victims.

Protect the economic and financial interests of Spain against serious and
organized crime.

Lines of action:

* Strengthen public bodies which combat money laundering, terrorist
financing and the proliferation of weapons of mass destruction, as well
as bodies with powers to impose international financial sanctions.

* Increase public-private collaboration enabling economic actors to shield
themselves from being used by criminal organizations.

*  Boost international collaboration, especially with European institutions,
in combating fraud and money laundering.
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REACT

Strengthen capabilities for early detection of and efficient response to all
criminal activities related to serious and organized crime, based on an
approach that examines every aspect of this phenomenon—from the
planning of crimes to the final destination of illicit financial gains—increasing
inter-institutional coordination and participation in international initiatives for
joint action.

Strategic pillars:

Adapt existing mechanisms to counter new criminal threats detected in
Spain and stop them from spreading.

Lines of action:

* Incorporate knowledge acquired into specific plans to counter newly
identified threats.

*  Support the detection and eradication of corruption.

*  Improve administrative procedures in areas vulnerable to infiltration by
serious and organized crime groups.

*  Adapt the regulatory framework in line with changes in serious and
organized crime.
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Investigate and dismantle the criminal structures identified.

Lines of action:

e Adapt court structures and capabilities for combating serious and
organized crime.

*  Support financial investigations.
* Boost asset investigations.
* Implement a national strategy on asset recovery.

*  Foster the use of the best technological tools to investigate organized
criminal activity.

e Support training to investigate, dismantle and prosecute criminal
networks,and deprive them of profits obtained through criminal activities.

Improve coordination, participation and international collaboration between
institutions engaged in combating serious and organized crime.

Lines of action:

»  Strengthen public-private collaboration.

* Intensify coordination and collaboration between all domestic actors in
the fight against organized crime.

* Promote the expansion of fields in which information is shared
internationally.

*  Support measures to facilitate easier access to information of interest
for investigators.
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CONSOLIDATE

Boost action to reduce the impact of serious and organized crime at the
institutional, economic and social levels, and use lessons learned by the
relevant bodies in action protocols and in initiatives to improve capabilities.

Strategic pillars:

Boost monitoring of serious and organized criminal activity in all fields in
order to minimize its impact.

Lines of action:

*  Support inter-institutional cooperation to increase the traceability of
actions to combat criminal organizations from their inception to their
neutralization.

*  Strengthen the protection system for witnesses, experts, collaborators
and reformed criminals before, during and after investigations and court
proceedings.

*  Support the harmonization of regulations to control criminal behaviour
across the EU.

*  Collaborate decisively in developing and consolidating the capabilities of

the Specialized Committee to Combat Serious and Organized Crime,
as an essential component of this area of the National Security System.
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Publicize actions undertaken to combat serious and organized crime.

Lines of action:

*  Optimize collaboration with the media.
*  Foster the creation of media campaigns.

Support action to prevent criminal organizations from enjoying the profits
of their crimes.

Lines of action:

e Develop mechanisms and procedures that enable the monitoring of
finances linked to criminal networks until assets are recovered.

* Adapt domestic legislation to the new Directive (EU) 2024/1260 on
asset recovery and confiscation.
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Optimize the management of recovered assets.

Lines of action:

» Strengthen the system for monitoring assets identified during the
investigative stage, alongside seized and confiscated assets.

*  Promote the efficient management of recovered assets, in order to
maximize returns for the bodies responsible for combating serious and
organized crime, restore the damage caused, and compensate society as
a whole.

*  Support training in asset recovery at the institutions involved.
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CHAPTERG

Combating serious and organized crime in the
framework of the National Security System

This chapter explains the role of the National Strategy to Combat Serious
and Organized Crime within the National Security System.
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6.1. Specialized Committee to Combat Serious and
Organized Crime

Serious and organized crime is one of the main threats to national security,
understood as State action aimed at protecting the public’s freedom and well-
being, ensuring the defence of Spain and its constitutional principles and values, and
contributing to international security, together with Spain’s partners and allies, in
fulfilment of our commitments.

In directing national security policy and heading the National Security System, the
President of the Spanish Government is advised by the National Security Council,
an executive committee of the Government for this matter. Said National Security
Council has powers to create and expand support bodies to fulfil its duties.

To address the cross-cutting political and strategic issues surrounding the fight
against serious and organized crime, on |15 October 2024 the National Security
Council created a body tasked with ensuring that efforts within the National
Security System are coordinated and integrated, without prejudice to the specific
powers of the system’s components or to operational and intelligence coordination
protocols and mechanisms in this field.

The duties of the Specialized Committee to Combat Serious and Organized Crime
include proposing national security policy planning and coordination guidelines to
the National Security Council;improving the functioning of this area of the National
Security System; verifying the degree to which the National Strategy to Combat
Serious and Organized Crime has been implemented, proposing and leading work
to update its content; and contributing to the drafting of the resulting strategic
plans.

The aforementioned Committee will also assist the Situation Committee in
addressing potential situations of interest to national security. The Situation
Committee is the body responsible for supporting the National Security Council
in the management and coordination of action in such situations, some of which
could be related to serious and organized crime.
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The Specialized Committee to Combat Serious and Organized Crime is formed
by representatives from the ministries and bodies with powers in this field. Its
composition can be expanded by inviting representatives from other ministries
to take part, depending on the matters at hand. The Committee is chaired by the
State Secretary for Security at the Ministry of the Interior, while the deputy chair
is the Director of the Department of National Security, who is also secretary, as
the Department acts as Technical Secretariat and standing working body inside the
National Security System.

State Secretary
for Security
Presidency of the (Chair) Presidency of
Government the Government

Department of National Department of National
Security (Deputy chair) Security (Secretary)

Ministry of Ministry of the

Foreign Affairs, / \ Presidency of the
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Cooperation / \ Parliamentary Relations
Ministry of Defence / \ Ministry of Finance

SPECIALIZED COMMITTEE
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Centre for Intelligence
against Terrorism and
Organized Crime
Ministry of the Interior

Directorate-General of

Coordination and Research,
State Secretariat for Security
Ministry of the Interior
Commissariat-General for Ch'ffl of tge_ Jugicial

Information, National Police OCIifl?l Grl‘garde'
Ministry of the Interior Ministry of the Interior

National Intelligence State Secretariat for
Centre Communication
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6.2.Term of and updates to the 2025 National Strategy to
Combat Serious and Organized Crime

The 2025 National Strategy to Combat Organized and Serious Crime will have an
initial term of five years, similar to the term of the 2021 National Security Strategy
and other strategic documents linked to the latter.

Nevertheless, taking into account the constant changes in this field, the National
Security Council can decide to review the strategy before its term comes to an
end.

The 2025 National Strategy to Combat Serious and Organized Crime will be
continuously reassessed.As a result, every year an Annual Assessment Report will
be conducted, which will examine the degree to which the strategic objectives and
aims of the strategic pillars of the Strategy have been met.

67



2025 NATIONAL STRATEGY TO COMBAT SERIOUS AND ORGANIZED CRIME




	National Strategy to Combat Serious and Organizad Crime 2025
	EXECUTIVE SUMMARY
	CHAPTER 1 
	Towards a new National Strategy to Combat Serious and Organized Crime 
	1.1. Framework and commission 
	1.2.  Alignment with national and international strategic 	   	       guidelines 


	CHAPTER 2   
	Emerging trends in serious and organized crime 
	2.1. Characteristics and trends 
	2.2.  Analysis of the current situation in Spain   
	2.3. Main threats and vulnerabilities 


	CHAPTER 3 
	A more vigilant society that is more resilient against serious and organized crime 
	3.1. Change and progress in the fight against serious 	 	      and organized crime
	3.2. Fight against criminal markets and serious criminal 		  	      offences 
	3.3. Ties to terrorism 


	CHAPTER 4 
	Objective, guiding principles, mission and vision 
	4.1. Objective 
	4.2. Guiding principles 
	4.3. Mission 
	4.4. Vision 


	CHAPTER 5 
	Strategic arc: areas for action, strategic pillars and lines of action 
	5.1. Definition and content 
	5.2.  Areas for action: ANTICIPATE, REACT and 	  	   	    	      CONSOLIDATE
	ANTICIPATE 
	REACT
	CONSOLIDATE



	CHAPTER 6 
	Combating serious and organized crime in the framework of the National Security System 
	6.1. Specialized Committee to Combat Serious and 		  	      Organized Crime 
	6.2. Term of and updates to the 2025 National Strategy to 		      Combat Serious and Organized Crime 


